SMiddlewood
Patient Privacy Notice

This Privacy Notice explains what information we collect about you, how we store this information, how long we retain it and with whom and for
which legal purpose we may share it.

Middlewood also publishes a number of other policies and guidance. Please see our website or speak to a member of our team.

Who We Are Who We Share Your Personal Information With and Why

What Your Rights Are
Why We Collect Personal Information About You

How We Maintain Your Records
What Our Legal Basis Is For Processing Personal Information

How Long We Keep Your Information For

What Personal Information We Collect About You and How We Obtain It

How to Contact the Information Commissioner’s Office

What We Do With Your Personal Information, What We May Do With

Your Personal Information and Electronic Communications Middlewood Information Governance Contacts & Data Protection Officer
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Who We Are Middlewood employs more than 140 staff and runs Bollington Medical Centre, Mcllvride Medical Practice,
Priorslegh Medical Centre and the Schoolhouse Surgery. We are registered with the Information Commissioner’s
Office (ICO) to process personal and special categories of information under the Data Protection Act 2018 and our
registration number is ZA557214.

For further information about us, please see our website.

Why We Collect The staff caring for you require personal information in order to provide healthcare services. This includes, but is
not limited to, details related to your living situation, contact details and information about your health, treatment

Personal
and care.

Information About

You This personal information may be held in a variety of formats, including paper records, electronically, on computer
systems, or within video and audio files.

What Our Legal We adhere to the legal bases for processing as laid out by the General Data Protection Regulations 2016. There
Basis Is For are different legal bases that are employed depending on the circumstances and the data processed however we

most commonly rely on the following:

Processing Personal

Inf ti Article 6.1(e) Processing is necessary for the performance of a task carried out in the public interest or in the

NTOREEEED exercise of official authority vested in the controller.

Article 9.2(h) Processing is necessary for the purposes of preventive or occupational medicine, for the

assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care

systems and services on the basis of Union or Member State law or pursuant to contract with a health

professional and subject to the conditions and safeguards referred to in paragraph 3.

For further information on this legislation please visit
https://gdpr-info.eu/ - GDPR
http://www.legislation.gov.uk/ukpga/2018/12/contents - Data Protection Act 2018
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Personal information about you is collected in a number of ways. This can be referral details from our staff,
other 3™ parties or hospitals, directly from you or your authorised representative.

We will likely hold the following basic personal information about you: your name, address (including
correspondence), telephone numbers, date of birth, next of kin contacts, etc. We might also hold your email
address, marital status, occupation, overseas status, place of birth and preferred name or maiden name.

What Personal In addition to the above, we may hold sensitive personal information about you which could include:

Information We * Notes and reports about your health, treatment and care, including:

Collect About
You and How We
Obtain It

- your medical conditions
- results of investigations, such as x-rays and laboratory tests
- future care you may need

- personal information from people who care for and know you, such as relatives and health or
social care professionals

- other personal information such as smoking status and any learning disabilities
e Your religion and ethnic origin

e Whether or not you are subject to any protection orders regarding your health, wellbeing and human
rights (safeguarding status).

It is important for us to have a complete picture of you and the ability to contact you, as this will assist staff to
deliver appropriate treatment and care plans in accordance with your needs.

To enable the effective use and management of the Practice’s patient information we utilise approved & secure
clinical system/s to process our patient information. The systems that are contracted to maintain and store

Our Use Of

Third-Part personal and confidential information on our behalf are:

Processors

Egton Medical Information System and Docman.
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Your records are used to directly manage and deliver healthcare to you to ensure that:

What We Do With . _ _ _ o
e Staff members involved in your care have accurate and up to date information. This is in order for them to
Your Personal assess and advise on the most appropriate care for you.

Information o Staff members have the information they need to be able to assess and improve the quality and type of care
you receive.

e Appropriate information is available if you see another healthcare professional or are referred to a specialist,
social care, another part of the NHS or healthcare provider.

What We May Do The personal information we collect about you may also be used to:

¢ Remind you about your appointments and send you relevant correspondence.

With Your Personal

) e Review the care we provide to ensure it is of the highest standard and quality, e.g. through audit or service
|nf0rmat|0n improvement_

e Support the funding of your care, e.g. with commissioning organisations.

e Prepare statistics on NHS performance to meet the needs of the population or for the Department of Health
and other regulatory bodies.

e Help to train and educate healthcare professionals.

e Report and investigate complaints, claims and untoward incidents.

e Report events to the appropriate authorities when we are required to do so by law.
e Review your suitability for research study or clinical trials.

e Contact you with regards to patient satisfaction surveys relating to services you have used within our hospital
so as to further improve our services to patients.
Unless a legal basis allows otherwise we will, where possible, always look to anonymise/pseudonymise your personal
information so as to protect patient confidentiality. We will only use/share the minimum information necessary.

Electronic We may use electronic communications to provide information on appointments and test results. Messages of this

nature will be related to your direct care and may be delivered using E-mail or via mobile devices. You have the

Communications choice about whether you want us to use your contact details for this purpose. If you are happy with this use of

information, you do not need to do anything. If you would like to opt-out, please inform the practice.
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Your personal information is held in both paper and electronic forms for specified periods of time as set out in
the NHS Records Management Code of Practice for Health and Social Care and National Archives
Requirements.

We hold and process your information in accordance with the Data Protection Act 2018 as amended by the
GDPR 2016. In addition, those working for the NHS must comply with the Common Law Duty of Confidentiality
this also includes various national and professional standards and requirements.

. . We h duty to:
How We Maintain ¢ haveadutyto

Your Records ¢ Maintain full and accurate records of the care we provide to you;

o Keep records about you confidential and secure; and

e Provide information in a format that is accessible to you.

Use of Email - Some services in the Practice provide the option to communicate with patients via email.
Please be aware that the Practice cannot guarantee the security of this information whilst in transit, and by
requesting this service you are accepting this risk.

Further information can be found on our website.

All records held by the Practice will be kept for the duration specified by national guidance from the Department
of Health.

How Long We Keep

Your Information Records Management Code of Practice for Health and Social Care 2016

For We will keep a copy of your information in our Practice for as long as you are registered with our Practice and If
you leave the practice we will ensure that a copy of anything we hold is passed on to your new GP. Your record
status will be marked as ‘inactive’ in our clinical system but it will not be deleted.

Confidential information is securely destroyed in accordance with this code of practice.
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If we need to use your personal information for any reasons beyond those stated above, we will discuss this
with you and ask for your explicit consent. The Data Protection Act 2018 gives you certain rights, including
the right to:

¢ Request access to the personal data we hold about you, e.g. in health records. The way in which you
can access your own health records is further explained on our website.

¢ Request the correction of inaccurate or incomplete information recorded in our health records,
subject to certain safeguards.

e Object to the use of your personal information: In certain circumstances you may also have the right
to ‘object’ to the processing (i.e. sharing) of your information. Where the Practice processes personal
data about you on the basis of being required to do so for the performance of a task in the public
interest/exercise of official authority, you have a right to object to the processing. You must have an

Are objection on grounds relating to your particular situation. If you raise an objection, we will no longer

process the personal data unless we can demonstrate compelling legitimate grounds for the

processing which override your interests, rights and freedoms or the processing is for the
establishment, exercise or defence of legal claims

What Your Rights

e Refuse/withdraw consent to the sharing of your health records: Under the Data Protection Act 2018,
we are authorised to process, i.e. share, your health records ‘for the management of healthcare
systems and services’. Your consent will only be required if we intend to share your health records
beyond these purposes, as explained above (e.g. research). Any consent form you will be asked to
sign will give you the option to ‘refuse’ consent and will explain how you can ‘withdraw’ any given
consent at a later time. The consent form will also warn you about the possible consequences of such
refusal/withdrawal.

¢ Request your personal information to be transferred to other providers on certain occasions.
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Middlewood is one of many organisations working in the health and care system to improve care for patients
and the public. The information collected about you whenever you use a health or care service can be provided
to other approved organisations, where there is a legal basis, to help with planning services, improving quality
and standards of care provided, monitoring safety, research into developing new treatments and preventing
iliness.

All these uses help to provide better health care for you, your family and future generations. Confidential
National Data personal information about your health and care is only used in this way where allowed by law and would
Opt-Out never be used for insurance or marketing purposes without your explicit consent.

Most of the time, anonymised data is used for research and planning so that you cannot be identified in which
case your confidential patient information isn’t needed.

Programme

You have a choice about whether you want your confidential patient information to be used in this way. If you
are happy with this use of information you do not need to do anything. If you do choose to opt-out your
confidential patient information will still be used to support your individual care.

You can find out more about the wider use of confidential personal information and to register your choice to
opt out by visiting https://www.nhs.uk/your-nhs-data-matters/.

Our organisation is compliant with the national data opt-out policy.

The Information Commissioner’s Office (ICO) is the body that regulates the Practice under Data Protection and
Freedom of Information legislation. If you wish to appeal a decision or make a complaint regarding our handling

Information on data please contact them via:
Commissioner’s Information Commissioner's Office - https://ico.org.uk/
Office , _
Wycliffe House Tel: 0303 123 1113 (local rate) or 01625 545 745 (national rate number)
Water Lane Fax: 01625 524 510
Wilmslow Email: casework@ico.org.uk
Cheshire

SK9 5AF




Practice
Information

Governance
Lead and Caldicott
Guardian

Data Protection
Officer

Please contact the Practice Information Governance Lead: Sue Barker or Caldicott Guardian: Dr Andrew
Maurice:

Bollington Medical Centre
Wellington Road

Bollington

Cheshire

SK10 5JH
ecccg.middlewood@nhs.net

Tara Moylan, GP Alliance

Dpo.healthcare@nhs.uk

01270 275217




